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New Mirai Variant Targets Routers, Knocks
900,000 Offline

Home Hack—Is Someone Watching You?

Check Point researchers help LG fix smart home loT vulnerability

.
E‘

DJI Drone Vulnerability

Movember 8, 2018

Research by: Oded Vanunu, Dikla Barda and Roman Zaikin

LTE flaws risk security and privacy of all
Android smartphones on Verizon and AT&T

CERT warned of multiple vulnerabhilities in LTE networks. Some affect all Android 0OS versions
on Verizon and ATGT.

Security
Buggy devices and lazy operators
make VOLTE a security nightmare

Why LTE and 5G networks could be affected by these
new security vulnerabilities

chers have demonstrated the ability to passively identify session details and actively hija

> sciendo Proceedings on Privacy Enhancing Technologies 2019

Ravishankar Borgaonkar, Lucca Hirschi*, Shinjo Park, and Altaf Shaik

New Privacy Threat on 3G, 4G, and Upcoming
5G AKA Protocols
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DEVICE TYPE
Patient Monitor

MODEL
IntelliVue MP50

{ MANUFACTURE

Phillips

“ e
; - Camera : : 3 ; - pLC
“ 50000000000000000000d H “
General - °® M3025-VE . H H . H General . ® 1756-ENBT/A
- A rscscorcow 1 FetientMonitor : i
N k Ma t ' H H Network N t E
RRT— s : iteone| P
NAT « : : NAT
Advanced ec0cccscooclfecccdeccocce, E‘ﬁ.s ® IntelliVue MP50 H sscodocniscsvosccs,
842 :37:87.83:47:22 - H o 10.388.9.44 00:34:87:68:22:680
; e i APP VERSION 3 o - ""HW VERSION . s
anagemen H G .
AXi8 Camera 7.0.3 1 r 9 . ot ] 2D, 345156 V12 3 Rockwes Automabion PLC
. R .
M3026.VE Wncows Erdecded : o : : 17668-ENBTIA Winaow: Embecdes
g Advanced H
2024 wis : A s st : veses
: Servers : : :
ES-07623 okcm : : Prsps : Patient MOROr 0887DBF oC =
Information provided by E :..“".""""”".:""""E Information provided by
Groups : intellrvue MPSO L Windows Embedded | Groups
@ AddTog @ VendorPhil.. @ Devicetype.. @ AddTog @ VendorPhil. @ Oevice type.
™ \oooooooonooooo00o0000000: FE Tk : Lowz srnme eoosoMeccccheccccccccoccnccccane,
o Cancel o e : } OPERATING SYSTEM ] & =
o Windows Embedded
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.
: Vulnerability Details : CVE-2018-6413 :
- There Is a buffer overflow in the Hikvision Camera B5-2CD9111-5 of ¥4.1.2 bulld 160203 and before, and this :
i sttackers totaunch a deril of sevce attak (service nteruption] vi a crafed Powered by H
; H
100418 ot Ut te 1 2018.05-23 THREATCLOUD H
H
:
s

g 0
------------------------------------------------------------------------

HIKVISION

Hikvision Camera
DS-2CD9111-S

g *
------------------------------------------------------------------------

--------------------------------------------------------------------------

LJEF‘i?aﬁ

Updates from: hkvs.updates.com on https
Protocol : ONVIF

-------------------------------------------------------------------------
o,

BMS loT Policy

Manager

0y
g »
------------------------------------------------------------------------

v Smart Building (5-6) - » g =
w5 IP CAM (= IPCAM % Any % Any §< IP CAM - NA % Policy Targets

51 IP CAM to BMS (= IPCAM = BMs *® ONVIF Protocol @ Accept @ Log * Policy Targets

52 Hikvision updates (= Manufacture=Hikvision ﬁ .hkvs.updates.com & nttps ‘® Accept @ Log % Policy Targets
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